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O n D e m a n d Quest enables organizations to assess Accuracy

business risk and improve their security posture through * Comprehensive vulnerability KnowledgeBase incorporates 4,000+
o automated lifecycle vulnerability management. Quest unique checks
provides on demand network discovery and vulnerability * False positive rate of less than 0.003%
u I I assessment  reporting, remediation tracking, and ® Trusted, third-party certification of network security with tamper
enforcement of security policies. There is no infrastructure resistant audit trails

to deploy or manage. Quest helps organizations measure * Non-intrusive scanning techniques do not require host login credentials
a n a e m e n and document regulatory and policy compliance * Inference-based scanning engine
systematically and accurately. * Internal and external scanning provides a 360-degree view of network vulnerabilities

* Scans configurable for optimum performance

Benefits include:

© On demand technology offers significant economic Scalability/Deployability
advantages with no capital expenditures, extra human * On demand technology allows users to scan globally with no
resources or infrastructure to deploy and manage additional infrastructure
Executive Ropor G © Mitigate risk by automating the proactive ® Flexible asset grouping and ability to assign asset values
identification and prioritized remediation of security * Policy-based remediation workflow management with automatic trouble
vulnerabilities based on risk to business operations ticket creation/assignment
* Rapidly identify and visualize network assets * Hierarchical role-based user access controls allow delegation of
* Ensure regulatory compliance via automated responsibilities to reflect organizational structure
auditing, indelible audit trails, and the validity and * End-to-end encryption of vulnerability data
ik assurance that comes with third-party assessment
S—— = © Unprecedented scalability makes it ideal for large, Interoperability
el b R distributed organizations * Extensible XML API
! I o = ' * Qut-of-the-box integration with existing or legacy security management
Tem wm e oo Centralized Vulnerability consoles (e.g. ArcSight, GuardedNet, etc.)
—— — Management * Qut-of-the-box integration with ticketing systems (e.g. Remedy)
{ =l e * Automatic centralized reporting from distributed scans * Customized integration with patch management and software
* Consolidated administration of both internal and distribution solutions
lation % perimeter (external) scanning * Correlates with Snort IDS using an open source engine to eliminate
* (ustomizable reports for flexible, on demand reporting false positives
by business unit for executives and managers
© Automated trending and differential reports Support/Maintenance

® Remediation reporting: ticket trending and tickets by group, user, and vulnerability e 24x7 support
* Authorized user access from any location

* Daily signature updates and feature enhancements are complete
* Export reports to HTML, MHT, PDE and XML formats

e . automatically, transparent to the user

Automation ® Requires no additional maintenance or operating costs
® Scheduling of scans and network discoveries

Ideal for large, distributed * Automated daily updates to vulnerability KnowledgeBase

organizations with: * Automated report generation
* Automated remediation ticket generation and verification - T

* Thousands of network devices residing on t?:;:::oolgt thti:;llﬁhatncdo?e?\ll?caet;on

distributed network segments Extended Feature Set gy

* Complex, segmented and remote networks for your business

* Numerous users requiring role-based access
to vulnerability and corrective action data

* Virtual teams requiring consolidated
executive-level and technical security reporting

© Ability to create multiple Manager and Unit Manager user accounts and
an unlimited number of Scanner, Reader, and Contact user accounts .
* SAS/10 audited security architecture provides maximum data protection Call Quest at 800-326-4220 or visit us

* Section 508 compliant at www.questsys.com
* Two-factor authentication with RSA SecurlD
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